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HOW THE FOURTH TECHNOLOGICAL
REVOLUTION IS SHAPING THE EU’S VIEW
OF CHINA

FRANCESCA GHIRETTI

Introduction

Industrial and technological revolutions are moments of
disruption which by changing the ways of production,
change society and how we live. Technological revolu-
tions also bring change to global dynamics; they have an
impact on the power balances and the way states inter-
act with one another. This article focuses on the changes
the unfolding fourth industrial revolution has brought to
the relationship between China and the EU, in particular,
how the way in which the EU views and responds to Chi-
na has taken a negative turn.

The literature available on the relationship between the EU
and China is vast, as it is the set of academic works on

the European perception of China. Despite this, as argued
by Richard Maher,! more systematic analysis is needed, es-
pecially with respect to the strategic responses of the EU
to China. However, in order to be able to provide effective
strategic responses, we first must understand the reasons
behind the most recent views the EU has of China.

The image the EU has been constructing of China has
changed multiple times since what it is often pinpointed as
the beginning of their relationship, 1975.2% Such changes
cannot be merely attributed to a modification of views
entirely unrooted from the material condition in which the
two are embedded; great changes such as the economic
rise of China, as well as lack of expected changes in Chi-
na's political system have contributed to the mutation of
the EU's view of China.
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This article, however, argues that most recent changes in
the way the EU views China are mainly due to the varia-
tions brought about by the fourth technological revolution.
This recent EU view of China has been characterised by

a negative turn. History has been witness to numerous
industrial and technological revolutions, which are periods
characterised by a significant change in the manners of
production and consequently in the ways of life of soci-
eties which are directly and indirectly touched by it. The
fourth industrial revolution, specifically, concerns the de-
velopment of a smart type of technology. Several scholars
have argued that as far as previous industrial revolutions
are considered the country which led such a process was
then able to secure its supremacy and advantageous
position over the other countries.#% As these revolutions
have always taken place in the West, whether in England,
Germany or the US, the West has so far been granted a
preferential position in the working of the global dynamics
and in shaping its rules.

The fourth industrial revolution, which is now unfolding,
however, is making China a realistic candidate for the role
of leading country in the development of smart technol-
ogies; thus, shifting the locus from the West to the East.

It is thus argued here that the material changes poten-
tially brought by this smart revolution, which is yet to be
completed, have had a great influence on the way the EU,
the former holder of such primacy whether directly or as
part of the West, views China as a competitor for industrial
leadership.

EU-CHINA OBSERVER #4.19



First, it will be shown that the way in which the EU views
China has taken a negative turn by highlighting three deci-
sive turning points that have been identified: the 2016 EU
Global Strategy, the 2017 proposal for a pan-EU screening
mechanism for foreign direct investments (FDI), the 2019
EU-China Strategic Outlook. Then, it will be argued that
these changes are rooted in the technological revolution
and the implications this has in shaping future global
dynamics, based on these four recent developments: the
realisation of the decreasing level of complementarity of
the Chinese and European economies, the adoption of a
pan-European screening mechanism for FDI, a growing
push for European champions and the hostility towards
the development of the 5G network by Huawei.

Changing views — A negative turn

In 2016, the EU's 2016 Global Strategy included a series of
requisites to be fulfilled.® The document explicitly men-
tions difficult issues such as the respect of the rule of

law, human rights and intellectual property rights (IPR) as
fundamentals for the future development of the relation-
ship with China. In regard to IPR, high-end technology is
explicitly cited, signalling an existing European concern for
China’s unlawful practices and the potential disadvantage
such practice could bring to the EU.

The subsequent year, 2017, the European Commission, fol-
lowing the initiative of France, Germany and Italy, initiated
the legal procedure for the adoption of the EU screening
mechanism for FDI.7 The mechanism was aimed at the
screening investments considered to be a risk for the se-
curity of the EU. Although it was not explicitly targeting FDI
from China, the timing of the proposal and its subsequent
adoption, plus the content of the legal text implicitly but
unmistakably point at investments originating from China.
Its adoption signalled a European decision to counterbal-
ance the political-economic involvement of China in the
region.®

A more clear-cut and assertive negative turn, however, did
not take place until 2019, when the EU-China Strategic
Outlook was released and described China as a “systemic
rival” and "economic competitor”.® Other examples of
worsening evaluation vis a vis China can be found, howev-
er these three clearly show the progressive deterioration of
the EU's view of China.

The role of the technological revolution

Why has the European view towards China become
increasingly negative? The reasons provided by different

EU-CHINA OBSERVER #4.19

scholars have been numerous and are widely debated.®
This paper argues that the fourth industrial revolution and
its implications for the future global dynamics plays a
central role in such turn.

First, the EU realised that what was once considered to be
a complementary economy is becoming not only a com-
petitor, but also one that does not necessarily follow the
same rules and thus, is difficult to deal with."" Pepermans
notices that “the EU will import labour-intensive products
from China and export capital-intensive goods to China”

is faulted.’”? However, the wording of the 2019 EU-China
Strategic Outlook shows that the EU worries that the more
the Chinese economy grows in complexity and in size the
more China will compete with and eventually replace the
European economy.™ Should the technological revolu-
tion see China leading sectors in which the EU currently
competes, then the EU will risk being marginalised on the
global scene, both economically and politically.

Second, various analyses have already been provided
which attempt to explain the wary attitude of Brussels to-
wards Chinese investments.'* Of all the factors presented
in these works, the asset-seeking nature of Chinese FDI is
here deemed to be the most relevant.

THE FOURTH INDUSTRIAL
REVOLUTION, WHICH IS NOW
UNFOLDING, HOWEVER, IS
MAKING CHINA A REALISTIC
CANDIDATE FOR THE ROLE
OF LEADING COUNTRY IN
THE DEVELOPMENT OF
SMART TECHNOLOGIES.

That Chinese investments are driven to the EU by as-
set-seeking motives is broadly agreed upon. However, it is
unclear whether these FDI are aimed at exploring Euro-
pean assets or at exploiting them. Recent studies have
concluded that if at the beginning Chinese investments
might have been driven to Europe by asset exploration, the
current situation sees these investments as predominantly
exploitative.” The main concern thus, is that innovative
and strategic technological know-how obtained in Europe
is then transferred in China and used to further develop
Chinese firms and China's technological advancement,
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thus contributing to China's ability to lead the fourth tech-
nological revolution and the subsequent marginalisation

of the EU."® While Europe risks seeing its technological
advantage disappear, China becomes stronger and richer.’”

Thirdly, there is a growing push for European champions,
mainly driven by France and Germany but which receives
increasing support.’® It must be, however, acknowledged
that in this case another factor also plays a major role;
the decision of the US, under the presidency of Donald J.
Trump, to distance itself from the EU as preferred ally and
partner.

Concerns regarding China taking the lead in the fourth
technological revolution has also pushed European coun-
tries to advocate for European champions. In fact, numer-
ous major Chinese enterprises are state-owned; in the
West, this is often perceived as unfair competition. Thus,
Chinese enterprises receive governmental support which
makes them more competitive and stronger, while smaller
European private enterprises struggle. Consequently, EU
states, which do not adopt such supporting mechanisms,
are trying to find ways to shift their enterprises out of such
a disadvantaged position in order not to be side lined by
China. The growth of Chinese big multinational, whether
state-owned or private, has led to the perception of the
necessity to advocate for support of EU champions.™

More specifically, moreover, the actions of state-owned en-
terprises are often viewed as strongly connected with the
will of the state they originate from. This view further in-
creases the perception that there is a planned political-eco-
nomic strategy behind the actions of these enterprises.
However, this evaluation is often then attributed to Chinese
private enterprises t00.2°

Fourth, the EU has been expressing concerns in regard

to the development by Huawei of the 5G network in its
members, which recently culminated in the publication of
the EU-wide coordinated risk assessment of 5G networks
security. 5G, together with the development of artificial
intelligence (Al), is considered to be one of the cornerstones
of the fourth industrial revolution and thus, fundamental for
the development of a more connected and smart society.
This means that developing 5G in a country could potential-
ly empower the developer and provider of such network with
an unknown degree of leverage over such society. Moreover,
despite Huawei having declared otherwise, the EU still views
it linked to the Chinese government. To give such (poten-
tial) power over the future of the European society to China
presents a risk which many are not willing to take.
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The case of Huawei arguably offers us a preview of a
possible future in which the technological advancement
of China has surpassed that of the EU. In this scenario,
the EU might find itself in the difficult position of either
accepting China’s terms or lagging behind. Given the fact
that the matter is still unfolding, and changes occur at an
unprecedented speed, more research is needed to better
understand the actual security risks posed by Huawei and
states have been already moving in this direction. An in-
creasing number of European countries have been placing
Huawei under enhanced scrutiny and at times, concluding
that allowing the Chinese telecom giant to develop the 5G
network presents security risks.

Despite the security concerns and the broader worries
linked to the technological revolution and the implication
this might bring to the role of the EU in the world, the Eu-
ropean response has been a mix of assertive and hopeful
statements, which show both the persistent inability of
the EU to take a united position and at the same time, its
reticence in damaging its relationship with China. This
ambiguity, however, strengthens rather than hinders the
argument presented here. Although the EU is wary that it
would be marginalised by China's rising leadership in the
fourth industrial revolution, the EU is also aware of the
risks posed by excessively hurting its relationship with Chi-
na. Such risks are not only linked to the current economic
benefits China brings to Europe, but also to the potential
future benefits such relationship might give; as well as the
risks that severing the relationship with a potential future
economic global leader might bring.

Conclusion

This paper has argued that recently, the negative respons-
es the EU has been giving to China are driven by the view
that the technological advancement of China will make it
capable of leading the unfolding technological revolution
and potentially, marginalising the EU as an economic and
political actor. Among other factors, this technological ad-
vancement is viewed as being strengthened by a transfer
of know-how from the EU to China and by the inability of
European enterprises to compete with Chinese counter-
parts. Such a situation has contributed to the emergence
of China as leader of the fourth technological revolution
and thus, of the system that might result from it.

Despite the existence of such concerns and the role

played by it in informing the most recent negative trend in
EU responses towards China, generally, the EU's position
towards China cannot be described as negative. It is here
argued that among other reasons, this is due to the consid-
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eration that on top of the existing economic contributions
China brings to the EU's economy, in the future, China
might occupy an even more important global role. This
consideration is informing the EU decision to play it safe in
order to avoid being further marginalised or excluded.

Given the current global climate and the non-aggressive
nature of the EU, arguably, such approach is a good start-
ing point to avoid premature and unnecessary clashes with
China. However, this initial positioning must be further de-

interests in making decisions, to be able to do so it needs
to become more independent and reliant on its forces

and assets. The cornerstone to the achievement of such
independence is the growth of investments, both in terms
of money and energy, in favour of European champions,
starting from the sectors in which the EU already occupies
a leading position. Then, increase investments in research
and development through which the EU can increase its
know-how and place itself in an advantageous position vis
a vis current and future technological revolutions. ®

veloped into an appropriate yet flexible strategy. First, the
EU should understand and make clear what it wants from
its relationship with China. Then, work out an approach
which would avoid both the undermining of EU's values
and an excessively ideological positioning. The EU should
thus keep external pressure at bay and consider its own

1 R. Maher, “Europe’s response to China's rise: competing strategic visions", Asia Europe Journal, Vol 15, no. 2, 2017, pp. 133-145 2 D. Scott, “China-EU convergence 1957—2003:
towards a ‘strategic partnership”, Asia Europe Journal, Vol 5, no. 2, 2007, pp. 217-233 3 J. Men, “The EU and China: mismatched partners?", Journal Of Contemporary China, Vol
21, no. 74,2012, pp. 333-349 4 R. O'Brien & M. William, Global Political Economy. Evolutions and Dynamics, Red Globe Press, 2016, 5th edn. 5 P. Kennedy, The rise and fall of the
great powers, Vintage Books, 1989 6 European Union, “Shared Vision, Common Action: A Stronger Europe. A Global Strategy for the European Union'’s Foreign and Security Policy”,
June 2016, p. 38 7 “Screening of foreign direct investments”, European Commission, 24 June 2019, retrieved 4 January 2020, https://trade.ec.europa.eu/doclib/press/index.
cfm?id=2006. 8 F. Van der Putten, “Chinese Direct Investment and Dutch National Security”, The Clingendael Institute, 2018 9 European Union, EU-China — A Strategic Outlook,

12 March 2019, p. 1 10 B. Andreosso-O'Callaghan & F. Nicolas, “Complementarity and rivalry in EU - China economic relations in the twenty-first century”, European Foreign Affairs
Review, Vol 12, no. 1, 2007, pp. 13-38. M. Mattlin, “Chinese strategic state-owned enterprises and ownership control’, BICCS Asia Paper, Vol 4, no. 6, 2009, pp. 1-28. A. Michalski &
Z. Pan, “Role Dynamics in a Structured Relationship: The EU-China Strategic Partnership”, JCMS: Journal Of Common Market Studies, Vol 55, no. 3, 2016, pp. 611-627 11 Andreos-
so-O'Callaghan & Nicolas, op. cit., pp. 13-38. Mattlin, op. cit., pp. 1-28 12 A. Pepermans, “The Huawei case and what it reveals about Europe's trade policy”, European Foreign Affairs
Review, Vol 21, no. 4, 2016, pp 539-558 13 Scott, op. cit., pp. 217-233. J. Men, “The EU and China: mismatched partners?”, Journal Of Contemporary China, Vol 21, no. 74,2012,

pp. 333-349 14 S. Meunier, "Beware of Chinese bearing gifts: Why China's Direct Investment Poses Political Challenges in Europe and the United States’, in China's three-prong
investments strategy: bilateral, regional, and global tracks, C. Julien (ed.), Oxford University Press, 2018. J. Knoerich & T. Miedtank, “The Idiosyncratic Nature of Chinese Foreign
Direct Investment in Europe”, cesifo FORUM, Vol 19, no. 4, 2018, pp. 3-8 15 A. Minin & J. Zhang, “An Exploratory Study on International R&D Strategies of Chinese Companies in
Europe’, Review of Policy Research, Vol 7, no. 4, 2010, pp. 433-455 16 Knoerich & Miedtank, op. cit., pp. 3-8 17 J. C. Defraigne, “Chinese outward direct investments in Europe and
the control of the global value chain’, Asia Europe Journal, Vol 15, no. 2, 2017, pp. 213-228. W. Rabe & O. Gippner, “Perceptions of China's outward foreign direct investment in Eu-
ropean critical infrastructure and strategic industries”, International Politics, Vol 54, no. 4, 2017, pp. 468-486 18 Ministry of the Economy and Energy of Germany & Ministry of the
Economy and Finance of France, “A Franco-German Manifesto for a European industrial policy fit for the 21st Century”, 19 February 2019. 19 “France, Germany aim for euro zone
reform roadmap by June”, Reuters, 16 March 2018. Ministry of the Economy and Energy of Germany & Ministry of the Economy and Finance of France, op. cit. 20 China’s National
Intelligence Law (2017) Art. 14 “The state intelligence work organization shall carry out intelligence work according to law, and may require relevant organs, organizations and
citizens to provide necessary support, assistance and cooperation.” http://www.mod.gov.cn/regulatory/2017-06/28/content_4783851.htm 21 NIS Cooperation Group, “EU-wide
coordinated risk assessment of 5G networks security’, Report, 9 October 2019
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THE CHINESE PERSPECTIVE ON CYBER
COOPERATION/CHALLENGES IN
EU-CHINA RELATIONS

SILVIA MENEGAZZI

Introduction

In 2012, the EU and China reached the Joint Press
Communiqué at the 14th EU-China Summit to strength-
en the important progress achieved in the development
of EU-China relations in all the fields, stating that their
comprehensive partnership grew “both in width and in
depth”.” Given the importance recognized by both sides
of deepening understanding and trust on cyber issues,
the EU and China agreed to set up important mecha-
nisms and diplomatic dialogue.

That said, cyber issues are often treated as a policy area of
secondary importance in EU-China relations, given the pri-
ority of economic and political issues at stake, even though
cyber cooperation has become an important priority for
both actors' external relations. At the international level,
China and the EU present themselves as active partici-
pants on cyber-security, and cooperation in the cyber area
includes important platforms such as the EU-China Cyber
Task Force (track 1) and the Sino-European Cyber Dialogue
(track 1.5) meetings.2 Nevertheless, Beijing and Brussels
maintain different views related to cyberspace, particularly
vis-a-vis the rules and principles of international law in the
cyberspace and multilateral international cooperation. In
the Joint Statement of the 20th EU-China Summit in 2018
both sides agreed to increase mutual trust and under-
standing, with the intent to enhance policy exchanges and
cooperation in the cyber area and jointly promoting further
development and implementation of the norms, rules and
principles for responsible State behavior in cyberspace as
articulated in the 2010, 2013 and 2015 reports of the UN
Groups of Governmental Experts.? EU officials recognize
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that China's strategy for cyberspace and cyber governance
might differ with EU's priorities and interests. Cyber secu-
rity has become a top issue in the policy agenda of both
China and the EU, but major divergences persist, i.e., who
should govern the cyberspace, the meaning and relevance
of sovereignty in the cyberspace domain, etc. Such trends
also result as a consequence of China's growing relevance
in international affairs — more and more European coun-
tries experienced divergences over controversial issues
with regards to decisions to ban Huawei's 5G equipment
in Europe.# In this light, the purpose of this paper is to
discuss the Chinese perspective on cyber security and

its governance, particularly with a focus on cyber coop-
eration/challenges in EU-China relations. In doing so, the
following section analyses cyber governance and security
recently in China. Then, it discusses the Chinese perspec-
tives about the Global Cyber Governance (GCG) domain.
Third, it highlights the challenges on cyber cooperation in
EU-China relations. Then, a conclusion will follow.

China's power in cyberspace

The reconfiguration of cyber governance in China reflects
two main controversial tendencies that developed in par-
allel'in the last decade. On the one hand, attention toward
the ‘great Internet’ is the result of a process through which
China developed into a strong Internet power with more
than 700 million Internet users at the end of 2015. On the
other, China's growing exposure to the Internet domain
challenged its power and sovereignty vis-a-vis effective
management control over its citizens. The acceleration of
online information is often perceived as a direct threat by
the government in China. For instance, Hong Kong's Um-
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brella Revolution in 2014 led to a shutdown of Internet in
major Chinese cities. The role of social media in particular,
appeared under attack when strict censorship was applied
to major websites such as Weibo or Twitter.5 A few years
earlier, in 2009, just in the aftermath of the riots guided

by the local Turkic-speaking Uighur minority, the Chinese
government shut off mobile services and the Internet of
residents in Xinjiang for almost six months.®

2017 represented the real benchmark of a new era for
China's cyberspace, when China's Cybersecurity law was
published (June 1st 2017).7 Initially reformed in 2016 by a
preliminary draft offered by the National People’s Con-
gress, the law has been classified as the latest effort by
the current administration to acquire further control over
online content and Chinese people surfing on the Inter-
net. In fact, prior to the new law, there were only a '‘bunch’
of regulations dealing with Internet security and cyber
threats, which were drafted by different departments on
different issues: the Regulations on Security Protection of
Computer Information Systems, Administrative Measures
for Internet Information Services redacted by the State
Council; Administrative Measures for Prevention and
Treatment of Computer Viruses redacted by the Ministry
of Public Security; Administrative Measures for Hierarchi-
cal Protection redacted by the Ministry of Public Security
together with other ministries; and the Law on Guarding
States Secrets redacted by the NPC Standing Committee.®
In this sense, the process of law implementation proceed-
ed in parallel with efforts to establish new key actors in
charge of cybersecurity issues in China. Yet, the issue

of Internet governance is also the result of transforming
China into a world-class ‘information society'. Specifically,
it became clear to leaders in office the necessity to rein-
force advanced technologies and information processes
supported by a strong communication infrastructure in all
the sectors of Chinese economy and society. This process
started in the Jiang Zemin's era and became a key priority
with the Xi Jinping administration.? To this extent we could
see the greatest consequence posed by Internet and com-
munication infrastructure developments in China: political
leaders understood the numerous benefits and opportuni-
ties derived from information exchange while recognizing
the security challenges associated with China's opening up
to the cyberspace domain.

A sudden change occurred with the Xi Jinping administra-
tion at the end of 2012. Since then, the concept of ‘internet
sovereignty’ began to be a predominant argument among
political elites in Beijing and Chinese academics. Neverthe-
less, discord still persists within China's domestic aca-
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demic discourse.’® More specifically, disagreement relates
on the one hand, to the different understanding as well as
the evolution of the two key terms in the discourse, i.e.,
‘information sovereignty' and ‘internet sovereignty’; on the
other hand, it is the origin of the term ‘internet sovereignty’
itself. Whereas the former issue highlights a ‘terminolog-
ical’ policy shift in the field of information and communi-
cation technologies — with the subsequent broadening of
the Chinese understanding about the notion of sovereignty
in the digital domain — the latter demonstrates that the
issue of internet sovereignty in China has also, broader
consequences, such as the necessity to pay attention to
the international dimension vis-a-vis cyber security, Overall,
it is extremely unlikely to distinguish sharply a domestic
and an international dimension when discussing about
the concept of ‘internet sovereignty’ as China's normative
position is consistently confronted with Western power's
position.™

Cyber norms and Chinese perspectives in the Global
Cyber Governance domain

China's role into the Global Cyber Governance (GCG)
domain is linked to the notion of ‘Internet Sovereignty’
(wangluo zhuguan). Global Cyber Governance includes

the set of norms, actors and institutions along which

rules are generated to manage global concerns on cyber
security. Despite the concept has being brought to wider
international public attention by Xi Jinping in 2012, it is

the concept of cyber-power (wangluo giangguo), which
deserves indeed even further attention. To what extent
Chinese leaders intend to frame and portray the political
narrative of China's ascent role as a cyber power in world
affairs? Some authors believe the notion still to be linked
with Chinese domestic political and economic dimensions.
According to Creemers for instance, China's ideas about
its role as ‘Internet super-power’ are first and foremost
directed towards achieving effective control over all ICT
processes within its own territory. More clearly three priori-
ties guide Chinese behaviour, and these are: indigenization
— reducing China's reliance on foreign suppliers for its ‘core
technologies’; socio-economic informatization — using ICT
to promote Western style welfare and services; and other
corollaries attached to the development of the ICT sector,
i.e., surveillance and national security.?

The question about China's position vis-a-vis GCG brings
us to discuss once again China's role at the international
level and its willingness to contribute directly to cyber
matters in global governance. First, it is the ‘China National
Cyberspace Security Strategy' released in December 2016
which highlights the current opportunities and challenges
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in the cyberspace faced by Chinese leaders today. More
specifically, these are: 1) a delicate balance between tech-
nological change and innovation and international cyber
threats; 2) great powers competition in the field of GCG; 3)
the militarization of the cyberspace; 4) the role of the inter-
national community to jointly contribute to common rules
in the field of cyberspace governance.’ The balance be-
tween technological change and international cyber threat
explains China's ambivalent position vis-a-vis cyber-securi-
ty issues: on the one hand it is the need to strengthen the
ICT sector and the development of informatization in China
but on the other, it seems evident how China envisions the
need to further contribute to the development of interna-
tional norms in the field of cyber governance.

Second, the release of the ‘Report on China Internet De-
velopment' in 2017 brought broad attention to China's ex-
panding role in the field of cyber governance, and it is well
known today how China's priorities in the cyberspace and
digital domains have become a hot topic in international
politics. Just think of how the US-China trade war is at the
heart of the battle for tech supremacy, which also includes
artificial intelligence (Al), robotics, autonomous vehicles,
5G technology, etc. As it is now known, many believe that
what is really behind a new “Cold War 2.0" between China
and the United States is not a simple race to conquest
world's supremacy about trade but cyber activity and its
global predominance.* Considering the report as a point
of reference, it is interesting to highlight also the political
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narrative emerging from it, which often stresses the rele-
vance of cyber security to the Xi Jinping administration.

It was in fact in 2014 that the Central Cyberspace Affairs
Commission was created - an institutional body directly
under the strict control of the Chinese Communist Party
Central Committee in charge of all Internet-related issues
and of which Xi Jinping is the leader in charge. Unsurpris-
ingly, the report refers to Xi Jinping's “four principles for
promoting the Global Internet Governance system reform”
and the “five proposals for constructing a community of
shared future in the cyberspace”.’® The report then recalls
the International Strategy of Cooperation on Cyberspace
— the white paper jointly released by the Chinese Ministry
of Foreign Affairs and the Cyberspace Administration of
China on 1 March 2017. The document concerns China's
cyber-strategy on multilateral frameworks and organi-
zations. In the past few years, China intends to promote
cyber security ‘'normative dialogue’ at three different levels:
a) unilateral, i.e. promoting its own understanding vis-a-vis
cyber governance mostly through certain initiatives, like
the World Internet Conference; b) bilateral, i.e., implement-
ing cyber governance cooperation with the United States
and the European Union; c) multilateral, i.e., through a
series of initiatives and dialogues: with members of SCO
and BRICS; within the ARF; through the Conference on In-
teraction and Confidence Building Measures in Asia (CICA);
through the Forum on China-Africa Cooperation (FOCAC);
through the China-Arab States Cooperation Forum; the
Forum on China and the Community of Latin American
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Countries; through the G20 and APEC. China's behaviour
appears to be in harmony with the majority of Western de-
veloped democracies, that is, its willingness to implement
GCG through effective multilateralism and with the help of
all major global governance institutions involved. Yet, the
way through which China engages with other countries on
cyber issues rests within a narrative aimed at reinforcing
China’s core interests. The section titled “the Principle of
Sovereignty” deserves particular attention, because it is
precisely the one that distances the most Chinese ideas
on cyber governance from third parties in the West. More
practically:

“Countries should respect each other’s right to choose
their own path of cyber development, model of cyber
regulation and Internet public policies, and participate in
international cyberspace governance on an equal footing.
No country should pursue cyber hegemony, interfere in
other countries’ internal affairs, or engage in, condone or
support cyber activities that undermine other countries’
national security”.'®

From a Western-European perspective, the above state-
ment undermines the possibility of establishing a fair
balance between international laws in the cyberspace and
the Chinese interpretation of the sovereignty principle.
More specifically, from an EU perspective, protecting the
free and open Internet was envisioned as a key priority in
the EU Cybersecurity strategy already in 2013. In a briefing
published by the European Parliament on EU Cyber Diplo-
macy, China's interference with privacy and human rights
are deemed to be major constrains on EU-China coopera-
tion in the field, within which the support for the principles
of non-intervention and sovereignty clashes with EU's
priorities.” According to Dong Qingling, discrepancies be-
tween Chinese and foreign officials over the global debate
on cyber security and its norms are central to an initial
conundrum, that is, how to define first and foremost cyber-
security. In his view, whereas Chinese government takes
cybersecurity as technological safety and political stability,
cybersecurity means technological resilience, intellectual
property rights and data protection to the US.’® Overall, it
demonstrates the need to further contextualize EU-China
divergence about cyber norms on a broader level, as norm
contestation also stands as a common practice of global
politics. In the EU's case, the normative contribution is
different from that of China, given that the EU is in favour
of a set of principles among which universal access to the
Internet and freedom of opinion and expression represent
its two essential elements.
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EU-China cyber relationship: challenges ahead

There are a number of themes that both the EU and China
currently prioritize which could be offered as areas to ex-
plore in future engagements. Nevertheless, European and
Chinese approaches to cybersecurity are divergent.

First, whereas the EU continues efforts to enhance
concrete developments concerning the norms, rules and
principles of responsible state behavior in the cyberspace,
China's Cybersecurity Strategy specifies the country's
ambitions to guarantee the preservation of its critical in-
formation infrastructure as well as preserving cyberspace
sovereignty and protect national security.

Second, China's National Cyberspace Security Strate-

gy states that international competition is on the rise.
China’'s views on the global cyberspace are framed within
a context of great power competition in which “individual
countries have strengthened their network deterrence
strategies and intensified the cyberspace arms race, and
world peace has been challenged by new challenges”.’®
For this reason, the EU-China Cyber Task Force was
launched in 2012 and the 7th EU-China Cyber Task Force
was held in Beijing on January 2020. Among the major
topics discussed during the meeting include the overall
situation in cyberspace, international rule-making process-
ing, 5G and digital economy.?® The Sino-European Cyber
Dialogue, too, is aimed at reducing ‘misperceptions and to
increase transparency of both countries’ authorities and
understanding on how each country approaches cyber-
security and to identify areas of potential cooperation,
including the application of international law, confidence
building measures and agreement on norms of responsible
behaviour'.2' However, the core of the Chinese strategy
vis-a-vis cyber issues is strongly rooted in non-interference
in international affairs, an approach that profoundly differs
with EU's ideas and practices in the cyberspace domain.
Having said this, one possible area of exchanges and good
practices could be to increase the equal participation of
states in dealing with international decision-making in the
cyberspace arena, given the mutual importance presumed
by both China and the EU in the process of cyber norms
implementation. Similarly, support for the United Nations
and other multilateral institutions could further strengthen
EU-China cyber cooperative efforts by implementing deep-
er interregional EU's engagement in Asia.

Overall, the EU already perceives China as a key player to
strengthen its engagement in GCG. EU cyber partnerships
are in fact a priority to envision EU's role as a global actor.
Yet China, will continue to push its own diplomacy and
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agenda on cyber sovereignty and the EU must face this
challenge by questioning to what extent it is ready to cope
with China's growing posture as a major cyber power in
international relations.

Conclusions

In analysing China's position and political narrative about
cyber governance and security, this paper has shown the
relevance of such issue in the context of EU-China rela-
tions. From a Chinese perspective, cyber cooperation with
the EU is welcome as far as the principles of non-interven-
tion and sovereignty are respected and therefore applied to
the cyberspace context. However, from an EU perspective,
China is part of a broader picture when it comes to the
issue of cyberspace and its governance, that is, as part of
a group of countries through which collaboration is needed
to strengthen the EU's values and principles on virtual and
digital levels.

Nevertheless, in recent times growing concerns about 5G
technology and Chinese state security laws also jeopard-
ised EU-China cyber cooperation.

There is a growing awareness in Brussels about Beijing's
ascent cyber power, which is contributing to EU's concerns
about the need to constantly monitor China's behaviour in
the cyber sphere.22\Whereas China recognizes the fact that
the EU's support of international laws with respect to cyber
governance might not match with its own, Chinese leaders
are disappointed that China is perceived as a threat in
international affairs by some countries. If China and the
EU are willing to enhance cooperation on cyber security,
the greatest challenge is about norms convergence, but
perceptions and trust between the two will also matter in
the foreseeable future. ®
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CONTOURS OF AN EFFECTIVE COMPETITION
POLICY: PROMOTING EUROPE ‘AS A’ DIGITAL
CHAMPION (AND ‘NOT’ EUROPEAN CHAMPIONS!)

KALPANA TYAGI

Introduction

The rise of China Inc. and the digitalization of even the
most traditional, bricks and mortar sectors of the global
economy has led many to persuasively argue that the EU
competition policy is ‘obsolete’ and needs a re-think." In
this paper, | highlight the underlying factors that validate
(or invalidate) these concerns and explore how these two
challenges that emerged simultaneously can be man-
aged within the existing legal framework, and wherever
required, may be effectively handled with suitable policy
reforms. In section two, | very briefly discuss the Com-
mission's prohibition decision on Siemens/Alstom, and
the reasons that led to a call for reform of the EU compe-
tition policy. Section three discusses how digitalization in
general, and the acquisition of promising digital start-ups
by firms from third countries may raise legitimate con-
cerns of public scrutiny, and why such acquisitions merit
a review. Against the backdrop of findings in section two
and three, section four discusses how the distinctive na-
ture of emerging China Inc. merits due attention for any
meaningful debate on EU competition, trade and industri-
al policies. Section five concludes.

Siemens/Alstom prohibition (& the call for European
Champions)

In February 2019, the European Commission prohibited
the merger between Siemens and Alstom. The parties'
principle economic rationale was to combine their ‘com-
plementary product offerings and geographic footprints’
to competitively respond to emerging mobility challenges,
and effectively counter the ‘increasing competitive pres-
sure from rapidly growing (Chinese/Asian) competitors’2
This was not only one of the very rare instances where the
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Commission prohibited a merger, but also one of those
extremely rare cases where the European Commission and
the National Competition Authorities' assessment stood in
clear contrast to that of the National Governments, most
notably, the French and the German governments. Sie-
mens, Alstom and their respective national governments
were principally concerned with the emerging threats of
digitalization and automation in the era of Industry 4.0 and
the strength of the China Railway and Rolling Stock Corpo-
ration (CRRC) as the world's leading supplier of high-speed
trains.® The Commission, however, was unconvinced of
the CRRC's strength or its possible entry in the EU ‘in the
foreseeable future#and identified that the merger could
negatively impact competition in the market for high-speed
trains in Europe.®

The founding fathers of the European Treaties identified
EU competition law as the key to achieving a European sin-
gle market to facilitate the free flow of goods and services
across the Union.® Shortly after the Commission’s decision,
the two governments, along with the Polish government
released a joint manifesto that envisioned an industrial
policy for a competitive Europe in the 21st century.” The
emergence of two macro-economic dynamics — the China
Inc. (section three) and Digitalization (section four) — has
challenged? this well-defined and insulated (from the larger
industrial policy objectives) role of competition policy that
has so far fared well in tiptoeing towards a single market.

Digitalization

The emergence of the digital economy has put ‘data’
center-stage in the competition policy debate. Data has
always been important for firms to understand and be
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more responsive to the needs of their customers. Howev-
er, the emergence of big data and the rise of the platform
economy mean that for any firm to remain competitive,
access to data is essential to compete effectively in the
market. The digital economy has certain distinct features
— such as network effects, learning effects and customer
lock-in — that distinguish it from the traditional bricks and
mortar economy. Network effects mean that the value of
the network increases as a square of the number of its
users. For example, if the number of users of a network
increases from 2 to 10, then the value of the network
increases from 4 (that is 22) to 100 (102). Considering

the time and learning required to adapt to a given network
or a new technology, the platforms also enjoy a learning

or a lock-in effect. Consider for instance, the challenges
associated with converting MS Office users into Apple Mac
users or vice versa.® Coupled with these advantages in

the Information Communications Technology (ICT) sector,
the falling costs of storing data and the increasing use of
algorithms mean that digital economy today is controlled
by a handful of firms.’® The EU competition policy, with
suitable adaptations can effectively meet these challenges
of digital economy.™ The emergence of China Inc. and its
beguiling interaction with this digitalization, as discussed
in the section that follows, however, presents some novel
challenges that require looking beyond EU competition law,
and more towards the common commercial policy of the
European Union.

China Inc.

In light of the very special nature of platform economics
and digitalization, the platform economy tends to tip
towards a handful of global players. In addition to this chal-
lenge, the EU legal order is increasingly confronted with
another novel issue — the rise of China Inc.

In China one observes a rather ‘paternalistic system'’
wherein the government looks at different legislative
instruments as a connected whole, united by the larger
industrial policy goals of the Chinese Government. This
‘paternalistic system’ of China Inc. functions effectively be-
cause bureaucrats and other high ranking public officials,
thanks to the Confucian philosophy, are early on nurtured
with virtues such as 'honesty, trust and compassion' and
cultivated to be subservient to the larger policy objectives
of the State.’? To further add to the complexity, China has a
very sui generis system, wherein state-run and state-spon-
sored enterprises compete for market shares in highly
competitive markets. Mark Wu calls this China Inc.’® This
means that the State, the State Owned Enterprises (SOEs)
and the private enterprises co-ordinate and operate in sync
to achieve the larger goals of the State.

China’s rapid rise as the world's leading economy in

a remarkably short period of time has attracted both
praise and criticism of scholars.’ One of the commonly
encountered criticisms is how China pursues an indus-
trial policy-driven approach through its paternalistic and
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centralized decision making process. If on the one hand,
availability of low-cost goods manufactured in China has
made them more accessible to the world population at
large, then on the other hand, this has often been criticized
and contested in international settings as the dumping

of cheap Chinese goods.™ This has not only led to the
complex trade policy challenges such as contesting the
dumping of cheap Chinese goods and the consequent
refusal to grant a Market Economy Status (MES) to China'®
or the 'discriminatory treatment of foreign firms' investing
in China,'” it also led to the complex geo-strategic chal-
lenges of dealing with incoming (state- subsidized) foreign
investment from China in the recipient countries. It is of-
ten stated that the Chinese investments overseas are not
entirely driven by the market principles of a free function-
ing economy. These investments are rather part of a larger
plan of the State, such as the ‘One Belt One Road' (OBOR)
initiative.’® In fact, it was this highly debatable infrastruc-
ture financing of international Chinese projects that led
Siemens and Alstom, discussed in section two above, to
propose their merger in order to compete with the Chinese
CRRC at a global level. This was also the reason why the
two firms, as well as their respective governments argued
that the competition
for high and very
high speed trains
existed at a world-
wide level, with the
Chinese State-led
firms giving tough
competition to
private firms from across the globe.’ This conflicting
position of the parties and the Commission well highlights
the conflict that may arise between trade and competition
policy.20

As the foregoing discussion illustrates, the approach of
China Inc., stands in contradistinction to the more well-de-
fined approach of the EU.

When Digitalization and China (Inc.) meet....

The peculiarities of the platform economy, and the da-
ta-driven nature of the digital economy in particular has

led to the entrenched positions of dominance of the digital
platforms. In addition to these inherent advantages, China
Inc. offers its enterprises — whether state-owned or private
— a supplementary strategic advantage. A notable success
of this coordinated approach by China Inc. is the success
of its digital firms such as WeChat, offered by the Chi-
nese conglomerate Tencent. Tencent is a Chinese digital
conglomerate, active in a range of services — ranging from
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THE CHINESE INVESTMENTS
OVERSEAS ARE NOT ENTIRELY
DRIVEN BY THE MARKET PRINCIPLES
OF A FREE FUNCTIONING ECONOMY.

e-commerce to social networking sites. All these services
revolve around its networking site QQ and WeChat and
have benefitted significantly from the ‘protected market
conditions' in China.?' Whereas Tencent's benefits have
largely emerged from protected domestic markets — which
from the perspective of foreign investors is a ‘market
access' issue, and therefore, more effectively dealt with by
the WTO and trade laws;?? Chinese firms — both Chinese
SOEs and private firms - have benefited significantly from
the State funding for the acquisition of foreign firms.2® This
means that that foreign direct investment (FDI) in many
circumstances may not be market-driven. Even though

the FDI plays a key role in promoting development and job
creation in the host state, it is absolutely crucial that the
FDI must not adversely impact the latter's security and
internal order.

Conclusion

With an average annual growth rate of 6.8 percent over the
past several decades, China today is the world's largest
economy in terms of purchasing power parity.2* Home

to the world's second largest number of Fortune 500
companies, largest number of banks in the world's top 100
banks, leading tech
companies such as
Alibaba and Tencent,
China Inc. today is
‘deeply integrated’
into the world econ-
omy.z Considering
its economic and
demographic significance as the world's most populated
economy, it is extremely vital to ensure that China Inc. is
successfully integrated in the fabric called global trade.
This is particularly important as how China Inc. functions
today impacts not only China, but the world economy at
large.

Whereas the reform of the EU merger control may be in
good spirit to confront the challenges thrown in by digitiza-
tion, the CCP is a more suitable instrument to deal with the
FDI-related issues.?¢ With the implementation of the Lisbon
Treaty, the European Parliament plays an increasingly
important role and uses the ordinary legislative process
(OLP) for deciding most trade policy related issues.?’
Competition rules on the other hand are managed by the
European Commission's Director-General for Competition,
with the Council of the EU and the European Parliament’s
minimalistic intervention in the area.?® Any abrupt change
to accommodate certain national interests will only disrupt
this well-defined legal order of the Union.
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Furthermore, as our discussion illustrates, it is true that
foreign investment may oftentimes not be market driven.
This challenge notwithstanding, policy makers must never
lose sight of the underlying principle of EU competition
policy, that is to establish ‘workable and effective compe-
tition? in the internal market. If requlating foreign invest-
ment is important to ensure national security, then capital

In this article, on account of the word limit, | restrain my
discussion to issues that can and must be addressed by
EU competition policy to ensure workable competition in
the internal market. A comprehensive discussion on FDI
and national security calls for a critical analysis of the
dynamic interplay between competition policy and foreign
investment screening. *°

liquidity through foreign investment is key to safeguard
digital innovation and entrepreneurship, two key challeng-
es confronting the digital single market.
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Introduction

The EU is considered a global frontrunner when it comes
to data protection.” The General Data Protection Regula-
tion (GDPR) entered into force in May 2018 and similar
rules have been adopted, for instance, in Brazil, Califor-
nia or India.2 In China, the ‘National standard (in pinyin
‘guobiaco’ for national standard) on Information Tech-
nology — Personal Information Security Specification
(will be rereferred to as the ‘Chinese national standard’
below) entered into effect in May 2018.# According to
analysis by legal experts, this standard is similar in many
aspects to the EU’'s General Data Protection Regulation
(GDPR) and was even “written with GDPR in mind”.® In
the People’s Republic of China (PRC), standards are
divided into mandatory and non-mandatory ones. The
national standard on information security falls in the
second category. Despite not being mandatory, it is likely
to serve as a technical reference to public authorities to
establish whether companies are following Chinese data
protection rules.® The Chinese national standard, adopted
by the Standardization Administration of China (SAC), is
expected to help enforce existing data protection rules in
Chinese Criminal Law and in the Chinese Cybersecurity
Law of 2017.7 In addition to this national standard on
data protection, the Chinese government has developed
a comprehensive legal framework of internet regulation.®
Data protection is mentioned in many different pieces of
Chinese legislation and rules, including the Cybersecurity
Law of 2017.°

Why does China regulate data protection? Data protection
is not considered as a fundamental right in the PRC's con-
stitution. While the Chinese constitution mentions the right
to privacy, there seems to be a conceptional gap between
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the understanding of privacy between the EU and China,
not to mention the differences in the legal systems. With
this paper, the author intends to explore China's potential
motives for rule-making in the area of data protection. This
paper focuses on external motives by examining the EU as
one potential factor (as opposed to internal ones) that may
have contributed to the development of a more compre-
hensive data protection regime in China. For this purpose,
this paper will apply the concept of ‘EU actorness’ to the
case of data protection in EU-China relations. Following
Bretherton & Vogler (2006) and building on Sjorstedt
(1977), this paper will assess the EU's external actorness
along its three components: opportunity, presence and
capability.

To what extent has the EU developed capacity to influ-
ence others in data protection?

The question of how to conceptualize and assess external
influence has been a long debated one, especially for the
EU due to its sui generis nature. One concept often applied
to examine the ability of the EU to influence other actors

is ‘EU actorness'. Sjostedt describes EU actorness as the
“ability to function actively and deliberately in relation to
other actors in the international system"." Other determin-
ing factors of EU actorness are autonomy and other state-
like characteristics.’? After first definition by Sjostedt in
1977, the conditions for actorness have been refined and
the concept developed further.’® For the purpose of this
paper, we will follow Bretherton & Vogler as well as Damro,
Gstohl & Schunz.™ Bretherton & Vogler define actorness
along three terms: opportunity, presence and capability.
Opportunity represents the external environment in terms
of the 'structural context of action’ and thus the general ex-
ternal environment in terms of ideas, international norms,
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interests and behavior.’® Presence on the other hand refers
to the capacity “to exert influence beyond its borders" by
the mere fact of existence.'® Presence can be evaluated
e.g. by assessing whether the EU has legal competence in
a certain policy area and if it has developed internal policy
on this specific topic.' Lastly, capability looks at whether
there are specific instruments or measures in place that
would allow the EU to act, thus, “the availability of and
capacity to utilise policy instruments” and the “ability

to formulate priorities and develop policies”.® While the
concept of EU actorness is generic, it can be applied to dif-
ferent policy areas. There is an emerging field of research
applying EU actorness to the cyber space.’ Following
Gst6hl, Damro & Schunz (2018), this paper will conduct a
short analysis of the different dimensions of EU actorness
(opportunity, presence, capability) in the policy area of data
protection, evaluating them according to the “heuristic
device” scheme 'strong’, ‘moderate’, ‘weak’ and then con-
clude with a summary statement on the overall degree of
actorness (‘high’, ‘medium’, ‘low’),2° Has the EU developed
presence in the cyber policy, especially data protection,
and has it influenced the adoption of data protection rules
via established EU-China dialogue formats (capability)?
Has the external environment (opportunity) been favoura-
ble? To what extent may the case of the Chinese national
data protection standard be a case of evolving EU actor-
ness and a sign of the EU's emerging cyber power??'

Opportunity

Observers have described the Snowden revelations in 2013
as a major turning point in the discussions around privacy
and data protection. For the first time, evidence was
brought forward, which showed a structure of universal
surveillance of online interactions. It was also at the back-
drop of these revelations that the GDPR, which had been
stalling for some time in the EU legislative process, was
finally adopted in 2016 and entered into force two years
later.22 The GDPR was followed closely by governments
around the globe, and inspired legislation in e.g. California,
Brazil, and others®. At the same time, there had already
been, what could be considered a general consensus or at
least a basis for universal understanding of this topic: the
right to privacy or private life is enshrined in the Universal
Declaration of Human Rights (article 12).2* While data pro-
tection is a separate fundamental right enshrined in the EU
Charter of Fundamental Rights (article 8), it is derived from
the right to privacy.? Therefore, | consider the dimension
‘opportunity’ of actorness to be strong.

Presence
According to Christou (2014), the EU Cybersecurity Strat-
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egy of 2013 “represented the first ever attempt to set out
clear priorities for the protection of cyberspace”.?® Prior to
this, cyber policy was dispersed across many Regulations
and Directives, and key dimensions (in particular cyber
defence) were missing.?” The EU's cybersecurity policy is
driven by security, economic (internal market), legal con-
siderations and fundamental rights concerns.?® In addition,
the bureaucratic set-up divides the topic in different sub-ar-
eas: the Directorate-General for Justice and Consumers
(DG Justice) deals with cybercrime and attacks, while

the Directorate-General for Communications Networks,
Content and Technology (DG CNECT) deals with network
and information security, among others. Cyber defense on
the other hand falls under Commmon Security and Defense
Policy (CSDP) and is taken up by the European External
Action Service.? Christou sees in this complexity [..] the
potential difficulty for ensuring that the EU constructs a
coherent and coordinated internal policy that can also be
projected outwards in global deliberations on norms and
principles for cyberspace behaviour.3"

Data protection and fundamental rights have been part of
the EU's Cybersecurity Strategy of 2013, which foresees
that cyberspace issues should be “mainstreamed” into

EU external relations and Common Foreign and Security
Policy: “The EU will place a renewed emphasis on dialogue
with third countries, with a special focus on like-minded
partners that share EU values. It will promote achieving

a high level of data protection, including for transfer to a
third country of personal data"?! Thus, even despite the
complexity in the general area of cyber policy, there seems
to be a certain degree of coherence and the attempt to
mainstream data protection into external relations, which
may allow for this policy to be projected outwards. There-
fore, presence can be considered as ‘moderate’.

Capability

The concept of capability refers to how the EU can influ-
ence other international players. For instance, the policy
instruments at the EU's disposal can be a good indicator to
measure capability. Thus, beyond the question of whether
the EU possesses the conditions to become a global actor,
it is also about finding out how the EU may have had an
effect. In order to examine how the EU may have influ-
enced China's data protection regime, this paper looks at
the general framework of EU-China bilateral cooperation
and relevant exchanges in cyber and ICT, which have likely
been the fora of engagement for official exchanges on
data protection between the EU and China.

The EU-China 2020 Strategic Agenda for Cooperation
(2013) aims at furthering “a peaceful, secure, resilient

and open cyber space” and “promoting mutual trust and
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cooperation through such platforms as the EU-China
Cyber Taskforce" 32 Among the "key initiatives' it mentions
the aim to “reinforce the EU-China Dialogue on Information
Technology, Telecommunication and Informatisation, con-
duct exchanges and dialogues on related strategies, pol-
icies and regulations.®®" Thus, there are two main official
dialogues between the EU and China in digital: the EU-Chi-
na Cyber Task Force (led by the EEAS) and the EU-China
ICT Dialogue (led by DG CNECT). The EEAS has played a
leading role in the EU-China Cyber Taskforce as internal co-
ordinator of the EU's external positions in bilateral and mul-
tilateral fora, and in some cases as the EU representative
in issues of cyber diplomacy.®* According to Renard (2018),
one of the key focuses of the EU-China Cyber Task Force,
as well as of the track 1.5 Sino-European cyber dialogue is
to build trust via confidence-building measures.3® However,
data protection is not in the scope of the EU-Cyber Task-
force and the Taskforce can therefore not be considered as
an instrument that may have influenced Chinese internal
policy-making in this area.® In the past, the EU supported
China in the development of data protection laws via tech-

Figure 1: Summary of analysis of EU actorness

nical cooperation/funding, i.e. via the Information Society
Project.? Further, the 2016 Communication, 'Elements for
a new strategy on China’, states that the EU should “pro-
mote stronger privacy and data protection rights in China
and insist that EU data protection rules be respected in all
personal data exchanges with China".®® It equally mentions
that the EU should promote the “primacy of international
standards” also in data protection.®

Lastly, it is important to mention that trade considerations
and free flow of data rules are likely to play an important
role when it comes to the EU's capability to influence other
actors in data protection rules. The EU's data protection
regime foresees that the EU needs to take an ‘adequacy
decision’ for data to flow freely.#® This has recently been at-
tributed to Japan and there are a couple of other countries
for which such decisions have been taken. When it comes
to China, the process has not been officially launched, and
it remains unclear if it will be opened in the near future
Nonetheless, the access to the EU market and free flow

of data are likely to be a major levy to engage with other

Snowden revelations in 2013 brought
the topic to the attention of people
worldwide (see analysis above).

Christou sees in this complexity “[..]
the potential difficulty for ensuring
that the EU constructs a coherent and
coordinated internal policy that can
also be projected outwards in global
deliberations on norms and principles
for cyberspace behaviour.4?"

EU-China Agenda for Strategic Coop-
eration 2020 mentions the EU-China
ICT Dialogue (DG CNECT) and the
EU-China Cyber Taskforce (EEAS).#
Thus, there is a formal structure in
place to engage in dialogue.

Privacy as a fundamental right is en-
shrined in the Declaration on Human
Rights.#

The EU's cyber security policy is
driven by different considerations:
security, economic (internal market),
legal and lastly normative consider-
ations that derive from fundamental
rights concerns.#

Technical cooperation, e.g. EU-China
Information Society Project with aim
to help China develop data protection
legislation.4®

GDPR has been closely followed by
governments around the globe and
inspired legislation in e.g. California,
Brazil etc.4

Nonetheless, data protection is main-
streamed into external policy. Thus,
‘presence’ in data protection may be
more developed than cyber policy in
general as there are strong rules with
the GDPR (see analysis above).

‘Adequacy decisions' of EU in trade
agreements for free flow of data could
act as an incentive for China to devel-
op data protection regulation. Without
an ‘adequacy decision’, free flow of
data is limited.*®

Strong

Moderate

Moderate

Following Damro, Gstéhl & Schunz 2018, p. 16.
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countries on data protection legislation and rules. Overall,
‘capability’ can therefore be considered to be ‘moderate’.

Conclusion

Applying the concept of EU actorness to the case of data
protection policy in EU-China relations allowed to shed
light on the potential of the EU to have influenced China in
this policy area. There is some evidence that the EU has
developed the ability to act and influence other actors in
the area of cyber policy, especially data protection. The
analysis of EU actorness in terms of opportunity (strong),
presence (moderate) and capability (moderate) results in
a medium to high overall level of actorness. At the same
time, this conclusion needs to be read bearing in mind the
limitations of the concept of ‘actorness’. This paper has
not yet gone into gathering empirical evidence of the actu-
al links between the general capability and the outcome of

EU engagement. A policy analysis of official Chinese doc-
uments or interviews with involved Chinese officials would
need to be conducted to examine whether the adoption of
certain policy elements has been the result of EU engage-
ment — at this stage, such a conclusion is not possible

as no such link has been investigated. Also, while China
seems to be developing data protection regulation, these
efforts may not necessarily be linked to general reforms
towards strengthening on rule of law and fundamental
rights. This makes it debatably whether the EU's engage-
ment had the sought-for effect. Subsequent research will
need to dive deeper into refining the analytical framework
of actorness, focusing on advancing the operationalisation
of the concept. Notably, there is a need to collect empiric
evidence of the actual links between the EU's actorness

in this field and the effect of the EU’s external policy on
Chinese policy making. ®
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